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1. Kog u HaumeHoBaHMe HanpaBaeHUA NOAroTOBKM/cneLmManbHOCTH:
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3. KBanndumKaums (cteneHb) BbINyCKHUKA:

bakanaspuat

4. dopma obyuyeHusn:

OuHan

5. Kadeapa, orBevatowian 3a peannsaumio gUCLUNINHDI:

Kadenpa MHPopMaLMOHHbIX CUCTEM

6. CocraButenu nporpammbi:

CaBuHkoB AHapei HOpbesuy, 4.T.H., npodeccop

7. PekomeHpoBaHa:

pekomeHaoBaHa HMC ®KH 03.05.2023, npoTtokon Ne 7

8. YuebHbii roa;:

2025-2026

9.Uenu n 3agaum yueb6HOM AUCLUNINHDI:

Lenb: dopmupoBaHMe 3HaHUI, YMEHUI U HAaBbIKOB A8 3G GEKTUBHOIO UCNONb30BaHUA CETEBOM noacmucTembl Linux
npw peleHnmr 3aga4 NpodpeccnoHaibHON AesTeIbHOCTH.

3afauM yyebHOM ANCUUNANHBI:

®  MpeacTaBUTb OCHOBbI APXMTEKTYPbI M OCHOBHbIE QYHKLIMM CETEBOrO cTeKa aapa Linux;

®  paccMoTpeTb MHTEPdEC COKETOB, OCHOBHbIE YTUIUTbI U MHTEPDENChI ANA YNPaB/eHUsA CeTEBOM
NoACUCTEMOM;

e chopmmpoBaTb Ha3oBble HaBbIKM YpaBAeHMA CeTeBOM noacucremolt Linux;

®  PacCMOTPETb BOMPOCHI MPaKTUYECKOro MCMNO/b30BaHUA CETEBOM NoAcucTemMbl Linux B MpuKaaHbixX
nporpammax.

10. MecTo yueb6HOM aMcUUNAUHDI B CTPYKType OONM:

yyebHas ANCLMNIMHA OTHOCUTCA K YacTu 610Ka b1, dopmumpyemoli ydacTHMKamu 0bpa3oBaTenbHbIX OTHOLEHWI. s
YCMELHOro 0CBOEHMA ANCLMMNANHBI HEOBXOAMMbI 3HaHWUA U YMEHUSA, npruobpeTaemble Npu UsyyeHue caedyowmnx
ONCUMNAWH: BBEAEHWE B NPOrpaMMUPOBaHNE, A3bIKM U CUCTEMbI NPOrPaMMUPOBaHMA, A3bIK MporpammmposaHus Cu,
Teopua MHOOPMALMOHHBIX MPOLECCOB U CUCTEM, ONEPaLMOHHbIE CUCTEMBI.



11. NnaHupyemble pe3ynbTaTbl 06yueHUsa no gucumnamHe/moaynto (3HaHUA, YyMEHUsA, HAaBbIKM),COOTHECEHHbIE C
nAaHUpyembIMU pe3ynbTaTamu 0CBOeHUA 06pa3osaTenbHOM NPOrpamMmmbl (KOMNETEHLMAMM BbIMYCKHUKOB) U
MHAMKATOPaMM UX AOCTUNKEHUA:

Koga v Ha3BaHWe KomneTeHuumn

Ko v Ha3BaHMe UHAMKaTopa
KOMMeTeHLMM

3HaHUA, YMEHUSA, HaBbIKK

MK-2 CnocobeH BbINOAHATb
WMHTErpaLLmnIo NPorpaMmMHbIX
MOAyNen N KOMMNOHEHT,
BbINO/IHATb BEPUPUKALUIO
NPOrpaMMHbIX MPOAYKTOB

MK-2.1 3HaeT meToAabl U CpeacTBa
COOpPKM M UHTErpaLmm
NPOrpamMmHbIX Moaynewn u
KOMMOHEHT, MeToAbl 1 CPesCcTBa
BepudmKaLmm pabotTocnocobHoCTH
NPOrpamMmHbIX NPOAYKTOB

3HaeT OCHOBbI aPXMUTEKTYPbl U OCHOBHbIE
dyHKUMM ceTeBOM noacuctemsl Linux,
nporpamMmHble CpeaCcTBa aHann3a u
BepudmKaL MM CeTeBOro B3aMMOLENCTBUS,
3HAeT OCHOBbI YNpaB/ieHne ceTeBoM
noacucTemon

MK-3 CnocobeH BbINONHATL
paboTbl NO CO34aHUI0
(moanduKaumm) un
COMPOBOXKAEHUIO
NHPOPMALLMOHHBIX CUCTEM

MK-3.3 ObecneunsaeT pa3paboTky
n TectupoBaHue UC Ha base
TMnoson VIC B COOTBETCTBUM C
TpeboBaHUAMHU

3HaeT OCHOBHble ceTeBble NPOTOKObl,
nporpamMmmHble MHTePdENCbI U OCHOBHbIE
CTPYKTYpbl AaHHbIX CETEBOro cTekKa Linux
YMeeT ncnonb3oBaTh ceTeBble MHTepPdEChbI
Linux npu paspaboTke 1 TectuposaHmm UC
MmeeT HaBblKM NCNONb30BaHUA
NPOrpPaMMHbIX CPeACTB aHan3a u
BepudUKaLMn CeTEBOro B3aMMOAENCTBUSA

MK-3 CnocobeH BbINONHATb
paboTbl No co3gaHuto
(moandukaumm) un
COMPOBOXKAEHUIO
NHPOPMALLMOHHbIX CUCTEM

MK-3.5 Hactpansaet n
YyCTaHaBAMBAET ONepaLMoOHHY
cuctemy, CYB/, npuknagHoe MO,
Heobxoanmoe ans
dyHKUMOHMpoBaHus UC

3HaAeT OCHOBHbIE CUCTEMHbIE YTUINUTLI ANA
HACTPOWMKM CceTEBOM MNOACUMCTEMDI

Linux

YMeeT Ucnonb3oBaTb CUCTEMHbIE YTUANTDI
[ON5 HACTPOMKM ceTeBol noacuctemsl Linux
MmeeT HaBbIKM ynpaB/ieHNA CETEBOM
noacuctemon Linux

MK-3 CnocobeH BbINONHATbL
paboTbl NO Co34aHUI0
(moandukaumm) un
COMPOBOMAEHUIO
NHGOPMALIMOHHbIX CUCTEM

MK-3.6 PaspabaTtbiBaeT n
peanunsyeT aAroputMbl obmeHa
AaHHbIMK mexay UC n
CYLLECTBYHOLWMMM CUCTEMAMM

3HaeT OCHOBbI aPXUTEKTYPbl U OCHOBHbIE
dYHKLMM ceTeBOM nogcmnctembl Linux
YmeeT KOHPUTrypupoBaTb CETEBbLIE
nHTepdeicol Ana obmeHa AaHHbIMU
mexay MC u cywectByroWwWmMMN CMCTEMaMM
MmeeT HaBbIKM UCMO/Ib30BAHUSA
NPOrpaMmMHbIX CPeACTB aHan3a U
BepndmKaLmm CeTeBOro B3aMmoaencTans

12. O6bem AuCUUNAMHDI B 3a4eTHbIX eguHuuax/yac:

2/72




dopma NpoMeKyTOUHOU aTTecTauuun:
3avert

13. TpypoemKocTb No BuAaM yuebHou paboTbl

Bua yyebHo paboThbl CemecTtp 6 Bcero
AyanTOpHbIE 3aHATUA 48 48
JIeKUMOHHbIE 3aHATUA 32 32
MpaKTuyecKkme 3aHATUA 0
JTabopaTopHble 3aHATUSA 16 16
CamocTonaTenbHasn paboTa 24 24
KypcoBas paboTa 0
MpomeXKyTo4Has aTTecTaumna 0 0
Yacbl Ha KOHTPO/Ib 0
Bcero 72 72

13.1. Copep»KaHue AUCLUUNAUHDI

CTeK, 0630p OCHOBHbIX
CeTeBbIX NPOTOKON0B
cet IHTepHeT
(Ethernet, IP, TCP, UDP),
agpecauma Ha
KaHa/IbHOM U CETEBOM
YPOBHAX, MPOTOKO/I
ARP,
LUMpPOKOBeLLaTeNbHble
OOMEHbI, MexceTeBas
MapLipyTusaums,
agpeca URL, npotokon
DNS, ynpasneHue
ceTbto, npoTokon ICMP,
npotokon DHCP,
npotokon SNMP,
nepegaya Tpaduka
peanbHOro BpemeHu,
npotokon RTP,
npo3payHblii mocT IEEE
8021D, BupTyanbHble
cetu (VLAN),
MHOroazpecHasn

nepeaayva (npoTtokon

n/n HaumeHoBaHue CoaepkaHue pasgena Peanusauus pasgena ANCUUNANHbBI C MOMOLLbIO
pasgena ANCUUNANHDI OHJNlalH-Kypca, IYMK
AUCUMNANHDI

1. lekuum

1.1 basosble npuHuMnbl | Mepapxus ceTeBbIx https://edu.vsu.ru/course/view.php?id=15496
ceTeBoro NPOTOKO/I0B, MOAENM
B3aMMO/eCTBUA 0S| v DoD, ceTteBol




n/n

HanmeHoBaHMe
pasaena
ANCUMNANHbI

CofeprkaHue pasgena
AVCUMMANHDI

Peanusaums pasgena AMCUMMNANHBI C MOMOLLbHO
OHNalH-Kypca, IYMK

IGMP),
TYHHeAnpoBaHue
(nHKancynauus)
NPOTOKO/0B,
TpaHcAAUMA aapecos
(NAT), TpaHcnaums
noptos (PAT)

1.2

ApxuTekTypa
ceTeBoW

noacuctemsl Linux

0630p ceTeBOro crTeka
Aaapa Linux, nHtepderic
ceTeBOro Apalisepa,
ceTeBble UHTepdENChI,
noaaepka
mapLpytusauum n QoS

https://edu.vsu.ru/course/view.php?id=15496

13

NHTepdeiic cokeToB

ABCTpaKuMA ceTeBbIX
COKETOB, TUMbl COKETOB,
COCTOSAIHWA COKETOB,
NPOrpaMmHbIi
nHTepdeic cokeTos
(co3paHue coketa,
yCTaHOBKa W pa3pbiB
coeguHeHun, nepesaya
W NPUEM AAHHbIX,
oXunaaHune cobbitTuit),
pexumbl (onumm)
COKeTOB,
MHOroazpecHble
(multicast) cokeTbl,
cbipble (raw) cokeTsbl,
YTUANTBI SS, netcat

https://edu.vsu.ru/course/view.php?id=15496

14

OcHoBbl
ynpasaeHue
ceTeBoW
noacucTtemon

BkntoueHune n
BbIK/IlOYEHUE CETEBbIX
NUHTepdEeNncos,
ynpasneHue
MapLipyTU3aLunen,
co3aHue Npo3payHbIX
MOCTOB U UHTepdelicos
VLAN, HacTpolika
b6ecnpoBogHOM ceTu,
CO3JaHMe TOYKM
[ocTyna becnpoBogHom
ceTu, HacTpoiika DHCP,
YTUAUTDL ip U iw,
nAaHMpPOBaHME
nepegauu, ytmauTa tc,
HacTpoliKa ceTu B
OpenWRT (uHTepdeiic
UCl), arperauus

https://edu.vsu.ru/course/view.php?id=15496




n/n

HanmeHoBaHMe
pasaena
ANCUMNANHbI

CofeprkaHue pasgena
AVCUMMANHDI

Peanusaums pasgena AMCUMMNANHBI C MOMOLLbHO
OHNalH-Kypca, IYMK

Tpadwuka (bond-
Apaisep)

1.5

NHCTpYyMeHTbI
aHanu3a cetn

lMpoBepka JOCTYNHOCTH
Y3108, aHanu3
MapLIpyTa, OLEeHKa
CKOPOCTU Nepesayn,
CeTeBO MOHUTOP,
3anucb M aHanus
TpaduKa ceTeBOro
WHTepdenca, yTUANTLI
ping, route, tcpdump,
iperf, bubnmoTeka
libpcap, nporpamma
Wireshark

https://edu.vsu.ru/course/view.php?id=15496

1.6

NHopmaumoHHas
b6e3onacHoCcTb
ceten

MpocTpaHCcTBO UMeH
CeTU, MeXKceTeBown
aKpaH Linux (netfilter)

https://edu.vsu.ru/course/view.php?id=15496

2. MpakTtnyeckne
3aHATUA

3. labopaTtopHble
3aHATUA

3.1

AHanus 3anucm
ceTeBoro TpaduKa

BbInoAHUTL aHanu3
npeaocTaBAeHHOro
dalina c 3anucoto
¢dparmeHTa ceteBoro
TpaduKa, BblLENUTD
MaKeTbl CETEBbIX
NPOTOKO/IOB, afpeca u
Homepa nopToB
B3aMMOAENCTBYHOLLMX
Y3108, onpeaennTb
06bem nepenaHHbIX
None3sHbIX AAaHHbIX
(payload) no npoTokony
IP v onpepenntb
HaKnaZHble pacxoapbl.

https://edu.vsu.ru/course/view.php?id=15496

3.2

[Opaiisep
npocTtenwero
ceTeBoro
ycTpolicTaa

HanucaTtb npocTeinwmnii
Apansep, cosgarowmi
ceTeBOM UHTepdelic
Ethernet, Bce gaHHble,
nosyyYeHHble U3
CeTeBOro CTeKa,
nepegasatb B palin B
¢dainosoli cuctem proc,
AaHHble ANA nepesayn

https://edu.vsu.ru/course/view.php?id=15496




n/n

HanmeHoBaHMe
pasaena
ANCUMNANHbI

CofeprkaHue pasgena
AVCUMMANHDI

Peanusaums pasgena AMCUMMNANHBI C MOMOLLbHO
OHNalH-Kypca, IYMK

B CETEBOW CTeK bpaTb 13
apyroro ¢ainna B
daitnosoli cucteme
proc

33

HacTtpolika cetu
paboueli cTaHuum

Hactpoutb ceTb ans
BbIxoga B MHTepHeT
yepes nHTepdelic
Ethernet c
ncrnonbsoBaHmem DHCP
ONA NOoNyYeHus
HacTpoeK.

https://edu.vsu.ru/course/view.php?id=15496

3.4

Hactpolika
rPaHU4YHOro
MapLupyT13aTopa

CroHoUrypmpoBaTb
CeTeBylo noacucTemy
Ans paboTbl B pexume
rPaHMYHOro
MapLipyTu3aTopa ¢
nogaeprkkoin NAT n
DHCP gns
aBTOMaTUYECKOM
YCTaHOBKM CeTeBbIX
HaCTPOEeK KOMMNbIOTEPOB
B /IOKa/IbHOM CeTH

https://edu.vsu.ru/course/view.php?id=15496

3.5

Hactpolika AP

CkoHurypmpoBsatb
NPOrPaMMHYIO TOYKY
poctyna IEEE 802.11 n
cBsA3aTb 6ecnpoBoAHYHO
ceTb Yepes Npo3payHbIi
CeTeBOM MOCT C
NPOBOAHOM NOKaNbHOM
BbIYNCNTENBHOWN
CeTblo.

https://edu.vsu.ru/course/view.php?id=15496

3.6

Peannsayma
YTUAUTDI ping

Mcnonb3ya cbipble
COKeTbl HanucaTb
nporpammy, Kotopas
dopmupyet un
otnpasnaeT ICMP axo-
3aMpoc, 3aTeM XKAET,
nosiyyaet u
obpabaTbiBaeT 3X00TBET

https://edu.vsu.ru/course/view.php?id=15496

3.7

3axBaT M aHanu3
ceTeBoOro TpaduKa

Mcnonb3ya ceteBol
MHTepdenc
b6ecnpoBoAHOM ceTh B
pexnme MOHMUTOPA U
yTnuanty tcpdump
3anucatb dparmeHT
TpaduKa 1 BbINONHUTb
€ro aHanus B
nporpamme Wireshark

https://edu.vsu.ru/course/view.php?id=15496




n/n HanmeHoBaHuWe CofeprkaHue pasgena Peanusaums pasgena AMCUMMNANHBI C MOMOLLbHO
pasgena AVCUMNANHDI OHNalH-Kypca, IYMK
AVCUMMANHDI
3.8 Hactpoiika netfilter | Hactpoutb netfilter ana | https://edu.vsu.ru/course/view.php?id=15496
6/10KMPOBKYM NaKeTos,
NONyYeHHbIX OT
YKa3aHHOro ycTpoKcTea
(no MACaapecy) n/unm
npefHasHa4YeHHble gnA
OTNpPaBKu 3TOMY
YyCTPONCTBY; ANA
6/10KMPOBKM A40CTYNa K
YKasaHHOMY CaiTy B
NHTepHeT; ana
noacyeta obbema
TpadwKa, nepeaaHHOro
Ha y3e/ C yKa3aHHbIM
IPagpecom naun URL
N/Mn NONYYEHHOTO OT
TaKoro y3na,
13.2. Tembl (pa3aenbl) 4UCUUNIUHDI U BUADbI 3aHATUI
Ne HanmeHoBaHue JleKumoHHble MpaKkTnyeckune JNTabopaTtopHble CamocToaTenbHasn Bcero
n/n | Temobl (pasgena) 3aHATUA 3aHATUA 3aHATUA pabota
1 basosble npuHuunbl | 4 1 5
CEeTeBoro
B3aMMOJENCTBUA
2 ApxuteKTypa 4 2 6
ceTeBol
noacmuctemol Linux
3 NHTepdelic cokeToB 6 1 7
4 OcHosBbl 8 2 10
ynpasneHue
ceTeBoM
noacucTemon
5 MHCTpyMmeHTbI 6 1 7
aHanm3a cetu
6 NHbopmaunoHHan 4 1 5
6e30MnacHOCTb ceTei
7 AHanus 3anucu 2 2 4
ceTeBoro Tpaduka
8 [Opavisep 2 2 4
npocTenLero
CEeTeBOro yCTPOMCTBa
9 HacTpoiika cetu 2 2 4
paboyei cTaHUMM
10 Hactpoika 2 2 4
rPaHUYHOrO
MapLipyTM3aTopa
11 HacTpoiika AP 2 2 4
12 Peanusauma 2 2 4
YTUAUTBI ping




Ne HavmeHoBaHue J1eKuMoHHbIe MpakTnyeckme JNlabopaTtopHble CamocTtoaTenbHasn Bcero
n/n | Tembl (pasgena) 3aHATMA 3aHATUA 3aHATUA paboTa
13 3axBaT M aHanu3 2 2 4
ceTeBoro Tpaduka
14 Hactpouka netfilter 2 2 4
32 0 16 24 72

14. MeToguuecKkue yKkasaHua ana o6yyaroLwmxca No 0CBOEHUI0 4UCLMUM/IUHDI

OuncumnamHa Tpebyet paboTbl ¢ dpanammn-npeseHTaLUaMmN NeKLMIN U COOTBETCTBYIOLLMMU [1aBaMN PEKOMEHA0BaHHOM

OCHOBHOW nTepaTypbl, a TakXxe, 06A3aTe/IbHOro BbINO/IHEHUSA BCEX na6opaToprlx 3a,ﬂ,aHVI[/‘I B KOMMbOTEPHOM KNacce.

CamocTonaTesnibHan paboTa NPOBOAUTCS B KOMMbIOTEPHbIX Knaccax ®KH ¢ ncnonb3oBaHMem MeToaMYyecKMx maTepmnasos
PaCroNoMKeHHbIX Ha y4yebHo-meToamnyeckom cepsepe OKH fs.cs.vsu.ru\library n Ha cepsepe Moodle BI'Y moodle.vsu.ru.
Bo Bpemsa camocToATenbHON pPaboTbl CTYAEHTbl MCMO/b3YIOT 31EKTPOHHOOMOANOTEUHbIE CUCTEMBI, AOCTYMHble Ha
noptane 3oHanbHoM bubanotekn BryY no agpecy www.lib.vsu.ru. Yactb 3a4aH1UN MOXKET ObITb BbINOJIHEHA BHE ayAUTOPUIA
Ha [OMallHEeM KOMMbiOTEpPE, MOC/Ae KOMUPOBAHUA METOAMYECKMX YKa3aHWin u Heobxogumoro MO ¢ y4yebHo-
meTtoanyeckoro cepsepa ®PKH.

MpM MCNONb30BaHUWM AUCTAHUMOHHbIX 06pPa30BaTebHbIX TEXHONOMMI U 3NEKTPOHHOr0 O6YYeHUs BbIMOMHATL BCe
YKasaHus npenogasaTtesieil, BOBpems MOAKAYaThCA K online 3aHATMAM, OTBETCTBEHHO MOAXOAWUTb K 3aJaHuMAM A5

CaMoCTOATENbHOM PaboTbl.

15. MNepeyeHb OCHOBHOW M AONO/NIHUTENbLHOI ANTEPATYPbI, PECYPCOB UHTEPHET, HEOOXOANMbBIX ANA OCBOEHUA
ANCLUNAWNHDI
a) oCHOBHasA nuTepaTypa:

ncnpas. — Mocksa: HaunoHanbHbIi OTKpbITbIN YHUBepcuteT « MHTYWUT», 2016. — 451 c. // 9BC
YHuBsepcutetckan bubnunoteka. — URL: https://biblioclub.ru/index.php?page=book_red&id=578058

Ne | UcTtouHuK
n/n
1 Kypsauwuid, . B. OnepaumoHHasn cuctema Linux: yuebHuK: [16+] / T. B. Kypauuit, K. A. MacavHCKuin. — 2-e usa,,

6) oonosHUTeNbHasA nTepaTypa:

Mocksa: MHTepHeT-YHuBepcuTteT MHpopmaLmoHHbIx TexHonoruia, 2011, — 280 c. //
3BC YHusepcuTetckas 6ubnnoteka. — https://biblioclub.ru/index.php?page=book&id=233197

Ne NcTouHMK
n/n
1 Hasapos C. B. CoBpeMeHHble onepaLoHHble cuctembl: ydebHoe nocobue / C.B. Hasapos, A.W. LLnpokos. —

B8) MHOOPMALMOHHbIE 3/1EKTPOHHO-06pa3oBaTe/IbHbIe Pecypcbl:

Ne n/n NCTOYHUK

1 Bubnunoteka BIY, http://www.lib.vsu.ru

2 Cepsep yuebHo-meToauueckmnx matepmanos PKH, \\fs.cs.vsu.ru\Library

3 O6pasoBaTenbHblIi MopTan "dNeKTpPoHHbIN yHuBepcuTeT BIY", http://edu.vsu.ru
16. MepeueHb yue6HO-MmeTOoaUUYECKOro obecneyeHns Ana CamocToATeNbHOU PaboTbl

Ne n/n NCTOYHUK

1 Cepsep yuebHo-meToauuecknx matepuanos ®KH, \\fs.cs.vsu.ru\Library

2 O6pasoBaTe/ibHbIi MopTan "DNeKTPOHHbIN yHUBepcuTeT BIY", http://edu.vsu.ru

17. O6pasoBaTenbHble TEXHONOMMU, UCNOJIb3yeMbie NPU peannsaumum yuebHoi AMCUUNINHDI,BKAIOYAnA

AUCTaHUMOHHble 06pa3oBaTtenbHble TexHonoruu (00T), aneKkTpoHHoe obyueHue (30), cmewwaHHoe 06yueHue):

Jlekunmn-sBmnsyanumsaumm c ,EI,eMOHCTpaLI,VIeﬁ UNNKCTPATUBHbIX U rpad)mquKMx maTtepunanos, aHMMmauuu, 6/710K-cxem

AZITOPUTMOB U NpUmepoB MCXOA4HOTO KOA4a, ﬂ,eMOHCTpaLLMEVI BbIMOJ/IHEHNA KOMaH[, OHepaLLMOHHOVI CI/ICTEMOI‘/‘I,

nabopaTtopHble paboTbl.

Mpwn peannsaummn ANCUUNAUHBI MOTYT UCMOIb30BATLCA TEXHOOMMMN INEKTPOHHOIO 06y‘4€HMﬂ N ANCTaHUMOHHDbIE

o6pa3OBaTeanb|e TEXHO/IorMK Ha base noptana EdU.VSU.FU, a TaKXXe apyrne goCTtynHble pecypcCbl CETU MHTepHeT.




18. MartepuanbHo-TexHUUYecKoe obecneyeHne ANCLUMIIUHDI:

1. JleKuMoHHan ayamMTopua, OCHaLLEeHHas BUAEOMNPOEKTOPOM

2. KomnbloTepHbIi Kaacc gna nposeaeHua 1abopaTopHbIX 3aHATUIM, OCHALLLEHHbI BUAEOMPOEKTOPOM,
KOMMbOTEPAMMU C YCTAHOBAEHHOM BUPTYasibHOM MalumHon VirtualBox c o6pa3om onepaumoHHON CUCTEMbI
GNU/Linux. O6bem cBoboaHOM nocse 3arpyskm OC onepaTMBHOW NamaTV Ha pabouee mecto He meHee 4 b

(Tpebyetca ana BUPTYaNbHbIX MaLLMH).

19. OueHouHble cpeacTsa ANA NPOBEAEHMUA TEKYLLEN U NPOMENKYTOUHOM aTTecTauui

MopAAoK OLEeHKN 0CBOEHUA o0bydatolmMmmcs y4ebHOoro matepurasna onpeaenaeTcs CoAepsKaHnemM CaeayoLmx

pa3aenos AUCLMUNINHDI:

Neo
n/n

Pasgenb! gucumnamHbl
(moaynn)

Koa komneteHumm

Kog HgmkaTopa

OueHoyHble cpeacTsa Ans
TEeKyLLen aTTecTaumm

1

ApPXUTEKTYpa CETEBOM NOACUCTEMbI
Linux

OcHOBbI yNpaBaeHUe ceTeBoi
noacucTemon

MHCTpymMeHTbl aHannsa cetu

MK-2

MK-2.1

CobecepoBaHue

Ba3oBble NPUHLMMbI CETEBOTO
B3aMMOZAENCTBUA APXUTEKTYPA
ceTeBoW noacuctembl Linux
NHTepdelic cokeToB

OcHOBbI yrpaBieHne cetTeBom
noacucremon MHpopmaLmoHHan
be30nacHOCTb ceTei

MK-3

MK-3.3

CobecepoBaHue

[pariBep npocTeilero ceTeBoro
yCTpoiicTBa HacTpoiika cetu
paboyei cTaHLMK

HacTpoiika rpaHn4Horo
MmapLpyTm3saTopa Hactpoika AP
HacTpoiika neftfilter

MK-3

MK-3.5

JNabopaTtopHble paboTbl

AHanus 3anucu ceteBoro Tpadmka

Peanunsauma ytmantbl ping 3axsat u

aHanu3 ceteBoro Tpaduka

MK-3

MK-3.6

JNTabopaTtopHble paboTbl

Mn pPoOMeXKYyTO4YHaA aTTecTalmA

dopma KoHTpoAA - 3aueT

OueHouHble cpeacrtea AnAa HpOMeH(YTOHHOVI aTrectaummn

20

20.1 TeKywmi1 KOHTPO/b YCIEBAEMOCTH

TeKyLWumii KOHTPO/Ib YCNeBaeMOCTU BbINOAHAETCA Mo nabopaTopHbim paboTam.

Tunosble oueHO4YHbIE CPeAcTBa U MeToAMUYECKME MaTepuabl, onpeaensaiolme npoueaypbloLeHUBaHUA

Mo KaxAaoM BbINONHEHHOW paboTe A0/KeH ObITb NPeaoCTaBAEH OTYET, BKAOYAIOLWLMA MCXOAHbIN KoA, pa3paboTaHHbIX

nporpamMm M onucaHune NosiyyeHHbIX pesynsbTaTos. Mo oTYeTy npenogasBaTesib Brpase 3a4aTb A4OMNONAHUTE/IbHbIE
BOMPOCHI A4/19 YTOYHEHUA YPOBHA NOHMMaHWUA maTepuana. JlabopatopHana paboTa oueHuBaeTcss Makcumym B 100

6annos.

anBe,ﬂ,éHHble HWXXe 3a4aHNA pEKOMeEHOYETCA NCMO/1b30BaThb Npu npoBeaAeHUN ANArHOCTUYECKUX pa60T ANA OLEHKU
OCTaTOYHbIX 3HAHUW MO ancumnianHe

3a4aHunA 3aKpbITOro TMNa

KomneteHuus MNK-2

1) Kakue ypoBsHu sTanoHHo moaenm TCP/IP peanunsyet ceTesas noacuctema B coctase aapa Linux




a) YposeHb ceteBoro aoctyna (Network Access Layer)
b) MexceTteBoli yposeHb (Internet Layer)
¢) TpaHcrnopTHbIM ypoBeHb (Transport Layer)
d) NpuknagHo yposeHb (Application Layer)
2) Mopaenb NAPI (New API) ana nonyyeHua AaHHbIX OT CETEBOM KapTbl MPY BbICOKOM HarpysKke npeanonaraert

a) Ucnonb3oBaHMem mexaHW3Ma NpepbiBaHUil Ana 06paboTKM KaA0ro BXOAALLEro nakeTa
b) OTka3s oT NpepbiBaHWiA U Nepexos B pexkmnm onpoca (pooling) B MOMEHTbI MUKOBbIX Harpy3ok

3) Kakan 13 nepeuyncneHHbiX yTUAUT KOMaHZAHOM CTPOKM MOKET MCMNOob30BaTbCA AN HasHavyeHusa VLAN ceTeBomy
nHTEepodeicy

a) iw
b) nc
c) ip
d) ps
OTBeTbl Ha BONPOCHI
Homep Bonpoca OtBer (byKBa)
1 a,b,c
2 b
3 c

334aHu1A OTKPbLITOro TMNa

1) C ucnonb3oBaHWem yTUAUTBI ip 406aBUTb MapLpyT K noacetv 192.168.2.0/24 yepes eth0

2) C Mcnonb3oBaHUEM YTUAUTBI ip HACTPOUTb CETEBYIO NOACUCTEMY TaK, YTOBbI OTOPACLIBAIMCL BCE MAKETDI,
afpecoBaHHble B noaceth 192.168.4.0/24

OTBeTbI Ha BOMPOChHI

Homep Bonpoca OTser
1 ip route add 192.168.2.0/24 dev ethO
2 ip route add blackhole 192.168.4.0/24

3a4aHu1s C pa3BEPHYTbIM OTBETOM

1) OnnwKTE OCHOBHbIE BO3MOXKHOCTM CETEBOM NoacucTembl Linux

OTBeTbl Ha BONpPOCHI

Homep
Kpurepum oueHnsaHua
Bonpoca
Obyyatolmiica nepeuncaseT OCHOBHbIE BO3MOMXKHOCTU CETEBOM
nopcuctemsl — 3 6anna
Obyyatolmiica nepeuncaseT OCHOBHbIE BO3MOXKHOCTU CETEBOM
MoACUCTEMbI, AOMYCKAOTCA HE3HAUYMTEIbHbIe HETOYHOCTU — 2 Banna
1 Obyyatolumiica nepeumncaseT He Bce BO3MOMXKHOCTU CEeTeBOM

NOACUCTEMbI, OTBET HE COAEPKMUT rpybbix owmnbok — 1 6ann

He npepacTaBneHa 60/1bLuas 4acTb Peannsyembix BO3MOXKHOCTEN
ceTeBol noacuctembl linux, NpUcyTCTBYIOT rpybble OWNOKM UK
HeToYHocTM — 0 6annos




KomneteHuus MK-3

3a4aHnA 3aKpbITOro TMNa

1) Crpyktypa sk_buf B agpe Linux onuceisaet

a) CeTteBoli NakeT BO Bpems ero 06paboTKu B ceTeBOM cTeke sapa Linux
b) OpaiBep ceTeBoro ycTpoicTea

c) BupTyanbHbIli ceTeBOM MHTepdec

d) Tabauuy mapLpytT1saumm

2) Kakaa mogenb ¢pparmeHTaumm AaHHbIX B bydepe cokeTa NoanepKMBaeTCa CeTeBoi noacucremoit Linux
a) MaccuB CTpaHuUL, NaMATH, CoAePKALMX GParMeHTbl AaHHbIX
b) Cnucok aksemnnapos sk_buff, npeacraBastowmx ¢parmeHTbl AaHHbIX
c) KpacHo-uyepHoe nepeBo GpparmeHTOB AaHHbIX

3) CtpykTypa net_device B agpe Linux onucbiBaeT

a) CeteBoli HTepdelic

b) Tabanuy mapwpytnsaumm

c) OpaliBep ceTeBOro ycTpomncTaa

d) CeTteBoli nakeT BO Bpems ero 06paboTKu B ceTeBOM cTeke sapa Linux

4) Kakas ¢pyHKUMA ceTeBoro nHTepdelica U3 npeacTaBaeHHbIX Aanee fo/XKHa ObiTb 0653aTe/IbHO peann3oBaHa

a) int (*ndo_open)(struct net_device *dev) — BbI3biBaeTcs Koraa MHTepdelic nepeBoanTCA B aKTUBHOE
coctosiHue (UP)

b) int (*ndo_stop)(struct net_device *dev) — BbI3biBaeTca Korga MHTepdEnc nepeBogmTca B HEaKTUBHOE
coctosiHne (DOWN)

c) netdev_tx_t (*ndo_start_xmit)(struct sk_buff *skb, struct net_device *dev) — Bbi3biBaeTca 414 nepegaun
nakeTa yepes nHTepoeic

5) CtpykTypa socket B ceTeBoli nogcucteme Linux BatoyaeT

a) Tekyluee cocToaHMe cokeTta (SS_UNCONNECTED, SS_CONNECTING, SS_CONNECTED,

SS_DISCONNECTING)

b) Tun coketa (SOCK_STREAM, SOCK_DGRAM, SOCK_RAW wu gp.)

c) Ykaszatenb Ha cTpykTypy file ans peanvsaumm dpaiinosoro nHTepoeiica

d) YKazatenu Ha QyHKUMM, peanmsytoLime 3aBMCcMMble OT NpoToKona onepaumm (accept(), connect(),shutdown(),
recvmsg(), sendmsg(), listen(), ...)

e) Cnu1coK oxKnaaHus ana 610KMPOBKM NOTOKOB (NPOLLECCOB) Ha COKeTe

f) MAC-agpec cBasaHHOro ceTeBoro nHTepderica

OTBeTbI Ha BOMPOChHI

Homep Bonpoca OtBeT (byKkBa)
1 a

2 a, b

3 a

4 c

5 a,b,c,d e

3a4aHunA OTKPbLITOro TMnNa

1) Kakoe Haunbosbluee yncno BupTtyanbHbix cetelt VLAN 802.1Q moKeT bbiTb CO343aHO Ha 0AHOM MHTepdelice

2) Hanuwute KomaHay A9 3anucu B dhaiin Aamna BCex CETEBbIX NAaKeTOB, MHKAMCY/IMPYOLWMX AaHHbIe NPOTOKOa
ICMP Ha nHTepdeiice ethO c ucnonb3oBaHMem yTUAUTLI tcpdump



Homep OTBeTr

Bonpoca

1 4094
4096 BapuaHToB 12-6uTHOro VLAN ID 6e3 aByx
3ape3sepBupoBaHHbIx ID=0 n ID=0xfff

2 tcpdump -i ethO -w file icmp

OpYyrve BapuaHTbl:
tcpdump -w file 2 —-interface="eth0" icmp

33a4aHu1s C Pa3BEPHYTbIM OTBETOM

1) OnuwuTe npeacTasieHne TabanLbl MapLLIPyTU3aLUn B ceTeBoi noacucteme Linux

OTBeTbl Ha BOMPOChHI

Homep
Bonpoca

Kputepun oueHnBaHua

ObyuatoLminca oTMETUA NpeacTaBaeHne Tabanupl B BUAE npeduKcHoro
OepeBa, ucnonbsosaHue IP agpeca B KaYecTBe K/to4a NovcKa B Tabnaunue
MapLLPYTOB M CCbIZIKY Ha CETEBOMN MHTepdElC B KauecTse XPaHMMOro
3HayeHunsa — 3 banna

Obyuatolminca oTMETUAN NpeacTaBaeHne Tabanupl B BUAE npeduKcHoro
AepeBa, ucnosib3osaHme IP agpeca B Ka4ecTse KAko4a noucka B Tabauue
MapLLPYTOB M CCbIZIKY Ha CETEBOMN MHTepdElC B KauecTBe XPaHMMOro
3HayeHuA. [JonycKaroTca He3HauMTe/IbHble HEeTOYHOCTM — 2 Banna

ObyuatoLminca oTMETUA NpeacTaBaeHne Tabanupl B BUAE npeduKcHoro
[epeBa, He yKa3as K/o4 NoucKa B Tabaunue mapLupytos u/mam He
oxapaKkTepr3oBaa XxpaHMMmoe 3HadeHue. OTBET He COAepPKUT rpybbix
ownbok — 1 6ann

ObyuatoLminca He OTMETUN NPeacTaBNeHue Tabauubl B BUAE
npeduKCHOro Aepesa, He yKasan KoY noucka B Tabauue
MapLIpyTOB 1/UK He OXapaKTepu30Baa XPaHUMOE 3HaYeHHe.
MpucyTcTBYIOT rpybble OWNBKM UaK HeTouHocTn — O Bannos

20.2 MpomekyToyHanA aTrecrauusa

MNepeyeHb BONPOCOB K cobecepgoBaHuO

[EY

W N R WN

T N Y
i A W NP O

MpPUHLMNbI CETEBOrO B3aMMO/ENCTBUA, MepapXma CeTeBbIX MPOTOKOOB.
MpoTtokon Ethernet (KaHanbHbIN ypOBEHD)
Mpo3payHbii mocT IEEE 8021D

BuptyanbHble cet (VLAN) 1 TyHHenu

MpoTtokon IP

MHoroagpecHan nepegaya (npoTtokon IGMP)
Mpotokon TCP

Mpotokonsl UDP n RTP

TpaHcnsauma agpecos (NAT) 1 noptos (PAT)
Mpotokonsbl DHCP n DNS

Mpotokon DHCP

Mpotokon ARP, Tabanua ARP B Linux
MapLupyT1sauma, Tabauubl MapwpyTmsauum B Linux
MpOTOKOANbI AMHAMUYECKOM MapLUpyTU3aLmm
MpoTtokonbl ICMP 1 SNMP




16. MnaHupoBaHWe Nepenayun u arperauma TpaduKa

17. CokeTbl

18. OcHOBHble yTUANUTbLI yNpaBAEHMUA CeTEBOW noacmucTemol Linux
19. 3anuce ceteBoro TpadukKa, ytnauta tcpdump
20. MeceTeBOM 3KpaH B Linux

21. TpocCTpPaHCTBO MMeH ceTu B Linux

OnucaHue TeXHONOrUU NPOBeAEHUA

CobecepoBaHue nponssBoamTcs B Gopme YCTHOrO OTBETA Ha 3aJaHHbI Bonpoc. NMpn HeobxogMmMocTu npenogasaTenb
MOKET 334aBaTb YTOYHSAOLLME BONPOCHI.

TpeGOBaHMﬂ K BbINO/IHEHUIO 3ap,a|-mi»'1, WKaJbl U KpUTEPUU o eHNBaHUA

OLEeHKa 3HaHWI, yMEHUI 1 HaBbIKOB, XapaKTepKu3ytoLLLan 3Tanbl GOPMUPOBAHMA KOMNETEHLMI B PaMKaX U3yYeHUs
OMCLMNIMHDI, OCYLLECTB/IAETCA B XO4E TEKYLLEN M MPOMEKYTOYHOW aTTecTaLmi.

Mpu oLEeHMBAHUN PE3yNbTATOB MPOMEKYTOYHOW aTTeCTAL MM UCMOb3YETCA KOIMYEeCTBEHHASA LWKaa oLeHOK. OueHKa
3@ KOHTPOJIbHYO PaboTy CKNaAbIBAETCA C OLEHKOM, MOY4EeHHOW Ha cobecejoBaHUM, U pe3y/ibTaT HOPMUPYETCA K
100 6anbHoOM WKane. MonyyeHHOe 3HaYeHUe onpeaenseT ypoBeHb ChOPMUPOBAHHOCTM KOMMETEHLMNI 1 UTOTOBYHO
OLLEHKY (40CTaTOYHbIM — 3a4YTEHO UM HEAOCTATOYHbIM — HE 3a4TEHO) COMMACHO C/leayoWei WKane:

e  OueHKa «3a4yTeHo» — 50...100 6annos
e  OLeHKa «He 3a4yTeHo» — 0...49 6annos



